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FOREWORD

Security is a vital aspect of the management of Machakos University. It enables staff, students and visitors to operate in secure environs, and hence maximizing their potentials. For security to be effective, it has to be well coordinated and regulated. 
To this end, the main objective of this Security Policy is to regulate the safety and security of University staff, students, and visitors. Another aim of the policy is the protection of the University’s physical assets, dealing with cases of vandalism, threats, accidents, fire outbreaks, riots and other incidents. Cases of sexual harassment within the Universsity’s campuses are also addressed. The roles and responsibilities of all staff members and students in monitoring security are highlighted. 
Security is a collective responsibility between the University management, staff members, students and the State, and as such each of these parties has an important role to play to ensure that security is maintained at all times.
PROF. FRANCIS MATHOOKO, Ph.D.
AG. VICE CHANCELLOR
INTRODUCTION
Security is the management of risk through taking action on actual problems and the highlighting of potential ones, then designing effective measures to deal with similar cases in the future. The staff and students of Machakos University need to work and learn in a safe environment. This document details the security policy of Machakos University (MU) and represents measures put in place by the Management of the University to promote the security and personal safety of staff, students and visitors, together with the protection of their property as well as the general security of the University College premises.

OBJECTIVES
The main objective of this Security Policy is to set out the ways in which the Security Department can provide a secure environment for the protection of staff, students, visitors, processes, physical assets, and information. 
FUNCTIONS OF THE DIRECTOR OF SECURITY SERVICES
The Director of Security Services (DSS) is the chief coordinator of all security matters in Machakos University. He/she coordinates the three levels of security namely: security personnel employed by the University, personnel contracted from private security firms, and National Police Service (NPS) officers who may be on attachment in the University. 
The DSS is responsible to the Vice Chancellor for the following functions:
i. Coordination of all security matters for the University: ensuring that the three levels of the University security system namely, University employed guard force, the outsourced guards and the National Police Service personnel are working harmoniously at all times,
ii. Reporting of significant security related occurrences such as emergencies and major incidents, that affect the University, to the Vice Chancellor and the University management regularly and as soon as they occur,
iii. Overseeing the deploying, assigning of duties and work performance of the University security personnel,
iv. Investigation of crimes that take place within the University as well as other breaches of the rules and regulations of the University as may be necessary,
v. Overseeing and resolving matters reported to the police or which are before Kenyan law courts that are of interest to the University,
vi. Liaising and sharing pertinent information with the State security agencies about security issues that touch on the University,
vii. Gathering intelligence information relevant to the University aimed at uncovering criminal activities and other security threats,
viii. Advising the Vice Chancellor and the University Management on security issues that affect or are likely to affect the University,
ix. Developing a security and safety strategic plan,

x. Developing  a security and safety plan,

xi. Developing a security and safety policy for the University,

xii. Coordination of the installation of security surveillance and detection systems such as CCTV, biometric control system, among others,

xiii. Development of pre-employment checks system in respect of new employees of the University,

xiv. Developing an evacuation plan for VIP and VVIPs during emergencies or unrest,

xv. Developing an action plan for dealing with riots and other destabilizing events,

xvi. Enforcing the University rules and regulations,
xvii. Attending to security staff welfare,
xviii. Coordinating the recruitment of security personnel,

xix. Carrying out continuous assessment of the security situation at the University,

xx. Developing a security standard operating procedures manual,

xxi. Secretary to the Machakos University Security and Safety Committee (MUSSC),

xxii. Any other related matters as may be assigned by the Vice Chancellor from time to time.
INCIDENT RECORDING
Every breach of the University security must result in a positive reaction, e.g. investigation of the circumstances, systematic recording of the incident and recommending remedial measures. The aim must be to record all breaches of security such as trespass, vandalism, incitement to violence, theft/burglary, fire, verbal/physical attacks on staff and students, drug abuse and misuse. This record can then form part of the on-going risk assessment process.
RISK ASSESSMENT
As part of reviewing the security arrangements at a given time, the University Security Department will periodically carry out a full risk assessment to establish the risks the University community may be or is likely to be exposed to and take proactive measures to forestall the same.

SECURITY OF STUDENTS AND STAFF
The University Management’s aim is to ensure that all students are secure at all times while they are on the University premises. The gates to and from the University should be manned by security personnel at all times and shall, whenever it is deemed necessary to do so for security reasons, be closed.  All visitors must access the University through the designated gates.  This access will only be permissible after a security check has been made by the DSS and/or his/her designated agents. No member of staff should admit an unknown person, unless proof of identity has been obtained.

All visitors will be required to complete the logbook/register of visitors, giving details of their name, purpose of visit, car registration number and time of arrival.
SECURITY OF BUILDINGS
Any member of staff who requires access to a building after hours should liaise with the caretaker of the respective zones in which the building is located. The caretaker should record the particulars of the staff member, time of accessing the building and leaving the building. The staff member should surrender any keys or other items issued to him/her when leaving and this fact recorded by the caretaker. It is the responsibility of users of University buildings/offices to ensure that the premises are locked after office hours or when not being used. Any cases of breakings, theft or burglary, should be reported immediately they are noticed by any member of staff, student or any other person to the University security officers or other senior member of staff so that investigation can be initiated.
SECURITY OF DOCUMENTS AND INFORMATION
It has been said that information is power and the person possessing it has the potential to use it in any manner of ways. It is therefore important to ensure that sensitive information is handled in a secure manner and that the same does not fall into the hands of a person/s that can use/misuse it to the disadvantage of the University. The University does not currently have in place proper/secure measures for document and information security. Good examples are the many cases of documents containing sensitive information about University Council or Management and other key decisions, recommendations or policies being handled by casual workers whose backgrounds are not known. This calls for the establishment of secure ways of passing or communicating information within and outside the University. Additionally, personnel working in the registry and those handling/ or likely to handle sensitive information should be vetted after being employed. It is also important for key officers of the University to be trained on “Document Security”, a service which is offered free of charge by the Government on request.
SECURITY OF EQUIPMENT
All items of equipment belonging to the University must be kept secure at all times. If a member of staff wishes to borrow a piece of equipment, (a laptop, for example) full details must be recorded in the departmental logbook by the caretaker/store man. If the item is damaged while in the possession of the member of staff, details of the damage must be noted in the logbook and the respective head of department/section informed. If the item is insured for use off-premises, then the school can reclaim part of these costs from the insurer. If the item is not insured, then the member of staff should be notified of this fact before it is borrowed and repairs will be his/her responsibility. All equipment of significant value should be recorded in an inventory.

CONTRACTED SECURITY
Machakos University will engage the services of professional external security service providers from time to time on such terms as agreed between the University Management and the security company. The security company is charged with a full range of responsibilities including: protection of students as well as faculty and staff, protection of University properties and facilities, crime reporting, medical, fire, and emergency response, reporting suspicious or criminal activities to the DSS, and managing all other incidents that require security officer assistance. The Security Company is expected to provide security services to the University during the year of contract.

DEPLOYMENT
The University employed security personnel, seconded and contracted private security staff, must work as a team. However, for purposes of smooth security operations, the staffs in the three arms of security are deployed/assigned duties under the direction of the DSS.
 TRAINING OF SECURITY OFFICERS
Security officers must undergo extensive screening and background checks before and after employment. They must have military/police/GOK or other approved training and experience. Additionally, security supervisors and senior officers must have received training on crime reporting, incident investigation, evidence gathering, arrest procedures, property surveillance, natural as well as human originated disasters.
COMMUNICATION AND EQUIPMENT
For efficient and effective security operations, security personnel have been equipped with good communication gadgets such as mobile phones, two-way radios, powerful torches and mobile telephones.
POWERS OF ARREST OF SECURITY OFFICERS
All security officers have civilian powers of arrest except police officers attached to the University. The primary statutory responsibility for law enforcement in the University rests with the DSS who works closely with the State law enforcement organs in crime reporting, response, and investigation for the security of the University.
PROPERTY IDENTIFICATION
Theft of unattended property such as books, bags, laptops, purses, briefcases, books or cellular telephones occasionally occurs in the University.  To assist you in protecting your valuables, the University College encourages everyone to mark personal property and keep a record of it (e.g. make, model, serial number) in case of theft. Marking valuables not only deters theft but can also lead to the recovery of the item.

CRIME PREVENTION TECHNIQUES
Incorporate the following crime prevention behaviors into your daily routine
In the Hostel
· Get to know your neighbors.

· Do not leave outside doors open.

· Keep your doors locked, even if you are just going out for a minute.

· Do not let strangers into your room, even if they look harmless.

· Lock your windows and secure the doors

· Record serial numbers and keep videos, photos or descriptions of your valuables.

· If you receive an obscene phone call, hang up. If calls continue, report them to the security officer.
In the City/Town
· There is safety in numbers. Always go places with a friend or group.

· Be alert and pay attention to your surroundings.

· Look confident when you walk and keep a firm grip on your belongings.

· Avoid dark streets/alleys when parking or walking.

· Do not use ATM machines at night.

· Walk near the curb and avoid passing close to shrubs, dark doorways and other hiding places.

· Carry your keys in your hand to allow quick entry into your car or home.

· Carry enough change for a phone call. Keep cellular telephones fully charged and ready for use.

· If you suspect trouble, leave the area immediately.
In the Car
· Keep windows rolled up and doors locked.

· Keep possessions out of sight and locked in the trunk. Keep your purse/wallet either under the front seat or in your car trunk while driving.

· Check around your car and in the back seat before you get in.

· Make sure your car runs well and has adequate fuel.

· If your car breaks down, stay inside your car and wait. Never accompany anyone who offers help. Instead, ask them to call for assistance.

· Park in an area that is well lit.

· Never pick up strangers.

· If you are driving, do not allow another vehicle to force you off the road; drive to a busy location to get away from a dangerous driving situation.

REPORTING CRIMES AND EMERGENCIES
We encourage every member of Machakos University to promptly report to the DSS/security personnel, any emergency or crime of which they are the victim or which they may witness either on-campus or in the proximity of the University. Prompt crime reporting improves the chances of solving a crime. Every minute that passes before the crime is reported decreases the opportunity for the security personnel to solve the crime and apprehend the suspect. Additionally, reporting crimes helps prevent them from recurring and allows responsible University officials to direct security resources and programs to reduce crime and promote security awareness.

University security responds promptly to any report of criminal activity or campus emergency by conducting an immediate search of the University premises and adjacent areas for suspects and evidence. Students, faculty and staff should use the following procedure whenever reporting actual or potential criminal activity:

· Immediately go to a safe place and call the University college security office on telephone numbers: 0722753887/ 
· As accurately as possible, tell the University College security everything you can remember about the suspect and incident, including:

i. Location of the incident you are reporting

ii. Suspect description: Descriptive information (sex, age, weight, height, hair color, clothing including color and style, complexion, speech mannerism, accent, and other distinguishing features such as tattoos, scars, or marks)

iii. Suspect escape route and mode of travel

iv. Description of any vehicles involved in the incident, especially number plate and vehicle color and make and model

· Whenever an incident occurs, the DSS should adopt the following procedures in reporting the incident:
i. Immediately inform the Vice Chancellor and in some cases (on need-to-know basis) also the Deputy Vice Chancellor Administration, Registrar Administration and Registrar/ Dean/Director of the concerned department of the incident

ii. The case, depending on its nature (especially where the law has been broken) and seriousness, must be reported to the police immediately for investigation and in the case of thefts, for compensation by insurance
iii. In areas manned by private security company, the management of the contracted security company should be notified immediately where a case of theft is reported. This is more so when it is suspected that the theft was as a result of a lapse by their security guards.

iv. A detailed investigation should be carried out by the DSS and a report prepared, with recommendations of who is to blame and the action which should be taken. The report should then be forwarded to the Vice Chancellor who will study it and give direction on what action to be taken. 
FIREARMS AND WEAPONS
Security officers may carry service revolvers while on duty. These weapons may be used only when there is a serious, imminent and identifiable threat to life or a threat of great bodily harm. Only designated security officers are allowed to carry firearms within the University at the times specified by the DSS. Any use of a firearm must conform to the Laws of Kenya.
SEXUAL OFFENSES
Machakos University’s sexual offense program includes educating the community on rape awareness, acquaintance rape, sexual harassment and other sexual assault through presentations and publications in order to prevent sexual offenses. The investigation of a sexual offense is dependent upon accurate and complete information. The procedure a victim should follow when a sexual offense occurs is:

· Immediately report the incident to the University security officers

· Preserve evidence as it may be necessary proof of sexual assault; and

· Provide detailed information such as suspect description, suspect escape route, incident location, time incident occurred, and description of any vehicle used in the incident. Campus Security will assist victims in notifying law enforcement authorities.

The University recognizes that a sexual offense victim may wish to preserve his or her privacy after a traumatic experience, and as such will treat such information confidential. Where circumstances exist that are deemed a danger to the university community at large, pertinent details about a sexual offense will be publicly released immediately. The victim's name will not be disclosed, however, in any such reporting.

Sexual offense violations occurring between members of the University community will be regarded as a basis for University disciplinary action up to and including expulsion from the University or termination of employment. Where a report is made alleging that a sexual offense has been perpetrated by a member of the University community against another member, the university is committed to providing a fair and appropriate adjudication. Reports of sexual offense will be handled according to procedures set forth in the documents regulating student, faculty and staff behavior.

· Any conduct which is a violation of the state law and which occurs on the campus will be referred to the appropriate authorities for criminal prosecution. In addition, counseling services may be used.  Sexual offenses that occur off campus should be reported immediately to the law enforcement agency within the jurisdiction of the occurrence.


SUBSTANCE ABUSE
Alcohol and drug abuse in Machakos University community is detrimental to an effective academic program, quality academic performance, and institutional reputation. Further, such abuse is detrimental to the health and safety of students, staff and visitors to the campus. The University has the following rules governing the possession, use and sale of alcoholic beverages and illegal drugs on its campuses:

· Any unlawful possession, use, or distribution of alcohol or drugs on University premises or at any Machakos University sponsored activity is prohibited.

· Alcoholic beverages may not be served at student functions held on University premises or at Machakos University sponsored off-campus events unless approval and permission is obtained.

· The University will not provide funds for the purchase of alcoholic beverages at off-campus student events.

· All students and staff are prohibited from being under the influence of alcohol or illegal drugs while on campus.

A breach of this policy will be regarded as a basis for Machakos University disciplinary action up to and including expulsion from the University or termination of employment. Violations will be handled according to procedures set forth in the documents regulating student and staff behavior. In addition, any violation of this policy which is a violation of state law and which occurs on the university and/or its campuses will be referred to the appropriate authorities for criminal prosecution.
GENERAL SECURITY INFORMATION
The University has employed 150 teaching and 246 non-teaching staff and about 250 casual workers. This number is exclusive of the part-time and casual staff that the university employs from time to time. Students, faculty and employees have access to academic, recreational and administrative facilities on campus during regular hours of operation. Access to the residence halls, however, is limited to students and staff in the halls. Access to the residence halls by other university employees is on an "as needed" basis.

The public can attend cultural and recreational events on campus with their access limited only to the facilities in which these events are held. To report any violations of this policy or to report suspicious persons, dial the numbers given elsewhere in this policy.

The Maintenance Department maintains the campus buildings and grounds with a concern for safety and security. It inspects campus facilities regularly; promptly makes repairs affecting safety and security, and responds immediately to reports of potential safety and security hazards, such as broken windows and locks. If you have concerns about the physical safety of campus buildings and grounds, call the Maintenance Department Monday through Friday 8:00 a.m. to 5:00 p.m. For emergencies that occur during non-business hours, call the University college security office on the numbers given in this document.

The university and its campuses are well lighted, and further lighting improvements are being made. These include placing high lighting masts in areas with heavy landscaping and trees, and along pathways frequently traveled by students.

 STUDENTS AND STAFF RESPONSIBILITY
The cooperation and involvement of students and staff in a campus safety program are absolutely necessary. Students and staff must assume responsibility for their own personal safety and the security of their personal belongings by taking simple, common sense precautions. For example, room/house doors should be locked at night and when the room/house is unoccupied. Valuable items such as stereos, cameras, and televisions should be marked and all documentation supporting ownership safely kept. Bicycles should be secured with a sturdy lock.

Cars should be parked in a well-lighted area and kept locked at all times. Valuables should not be left where they can be seen in the vehicle, but should be locked in the trunk. Students and staff should report any suspicious-looking individuals whom they feel do not belong on campus or any unusual incidents in and around the campus to the University Security Office.

HOSTELS
The residence life program is based on the principles of providing students with a safe, healthy and attractive living environment that supports the academic mission of the University. The residence halls provide an opportunity for interaction among peers of all ethnic and cultural backgrounds. Many aspects of residence hall living occur simply by the nature of the environment; however, many are shaped by the goals of the institution. The University places a high-priority on the concept of our halls serving as living-learning environments. A second component is the high priority placed on the physical condition of our campus. To keep the buildings safe and in good condition, residence staff work closely with the University security officers.

The Director, Catering and Accommodation Services, Hall Wardens, Housekeepers and Hostel Attendants are expected to provide the students a wholesome life development. They are expected to enforce residence hall security policies. Residence hall students should not be lulled into a false sense of security. We all need to be aware of our environment and the possible consequences of our behavior. The University is committed to maintaining an environment in which students and staff can work together free from all forms of harassment, exploitation and intimidation. The University will act as needed to discourage, prevent, correct and, if necessary, discipline behavior that violates this standard of conduct. The University Security will promptly investigate allegations of unlawful discrimination based on race, color, national origin, religion, age, sex, disability or marital status.

The University is building its residence halls with safety/security as a priority. Some specific safety and security features include fire extinguishers in all common areas and buildings and telephone extensions in all hostels.

University Security maintains a mobile and foot patrol of the residence hall areas.
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